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INCIVILITY HAS BECOME 
increasingly common in pub-
lic spaces, including in work-
places. Unfortunately, this 
trend has not spared MMRMA 
member entities. The negative 
behavior of individuals and 
groups can pose serious  
consequences for members, 
including poor employee 
morale and potential liability. 
   
Insults and confrontations 
Most member employees  
can cite instances of uncivil 
behavior by members of the 
public, such as insulting or 
threatening elected leaders 
and employees. These behav-
iors may occur in municipal 
offices, public spaces, during 
governing body meetings,  
and in many other situations.  
 
Public employees in the field— 
including police, firefighters, 
emergency medical respon-
ders, code enforcement  
officials, and animal control 
personnel—are too often on 
the receiving end of someone 
who is angry or dissatisfied 
with the work these essential 
workers perform on behalf  
of the community.  

Incivility also takes place in 
public indoor spaces and may 
be directed at cashiers accept-
ing tax or utility payments, 
employees in recreation cen-
ters and public libraries, and 
election workers at polls, to 
name just a few examples. 
 
The potential for risk 
Not only is incivility unpleasant 
and time-consuming, it can 
also lead to risks for entities. 
Employees could file claims of 
harassment or a hostile work 
environment. Individuals who 
exhibit incivility may make 
claims of Open Meetings Act 
violations or First Amendment 
infringements if they believe 
they have been prevented  
from speaking or otherwise 
mistreated. Other potential 
problems include a loss of  

public trust, fewer people 
who are willing to serve in 
elected or appointed posi-
tions, and/or the inability for 
entities to operate effectively. 
 
An article in the April 2022 
Risk Journal has guidance on 
minimizing and de-escalating 
tense situations and behav-
iors, and the tips and infor-
mation are still applicable. 
Members can access it at 
mmrma.org/members/news-
room/.  
 
Members are encouraged to 
have internal awareness and 
ensure that the conduct of 
elected officials and munici-
pal employees is professional, 
courteous, and respectful. If 
any individuals are identified 
who sometimes act disre-
spectfully, the people they 
serve may respond similarly. 
 
When public entities are 
short-staffed and find it hard 
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A well-crafted policy for  
participation in public  
meetings supports the rights 
of the public and preserves 
the democratic process.

Incivility is unpleasant, 
time-consuming, and 
holds the potential for 
numerous risks.

Navigating Public Incivility to Mitigate Associated Risks

to attract talent, it behooves 
the entity to actively recog-
nize the difficulties employees 
are facing and take action to 
reduce incivility and unac-
ceptable conduct toward them. 
 
Conflict in public meetings 
Those who preside over  
meetings are responsible for 
moderating the conduct of 
participants and attendees, 
including that of officials, 
employees, and the public.  
 
Effective public meetings  
balance the need for a  
productive meeting with 
constituents’ desire and right 
to voice their displeasure, 
frustration, or anger. With 
many differing opinions,  
conflicts are unavoidable. 
Give residents the oppor-
tunity to express their con-
cerns. Try to avoid being 
defensive or blaming others, 



low morale or burnout. Left 
unchecked, uncivil behavior 
could cause good employees 
to seek employment else-
where, create a strain on 
resources, and compromise 
service quality.  
 
When acknowledging 
employee complaints about 
incivility, it is helpful not to 
immediately assume the staff 
person did something wrong. 
Give employees time to share 
their experiences with unruly 
individuals and help them 
depersonalize negative 
behavior. Often, a person’s 
rude conduct is a reflection 
on them and not on the 
work of the member entity 
or its employees. However, 
wise leaders will evaluate 
and take steps where needed 
to minimize uncivil conduct, 
including correcting internal 
deficiencies. 
 
Remind employees their roles 
are important. Compliment 
and thank them for the good 
work they do despite the 
challenges they face from 
rude people, and pay atten-
tion to signs of anxiety or 

and to see both sides of the 
matter. Try not to address 
concerns with generalizations 
or stonewalling, which could 
foster or exacerbate incivility. 
 
A thoughtful, well-crafted 
policy that sets forth rules  
for participating in public 
meetings—and the benefits  
of positive, professional, and 
respectful conduct—will sup-
port the rights of the public 
and preserve the democratic 
process while prohibiting  
personal attacks, obscenities, 
and other threatening lan-
guage. Setting time limits, 
usually 3–5 minutes, helps 
reduce the duration of incivil 
behavior.  
 
During public meetings, 
speakers should address  
the governing body and not  
others in the audience. It is 
the meeting moderator’s 
responsibility to consistently 
apply the rules for public 
speaking without regard for 
who is speaking. This can 
minimize uncivil exchanges. 
 
Employees in the field 
Public employees who enforce 
laws, municipal ordinances,  
or otherwise regulate activi-
ties in the community may 
experience rude behavior  
regularly. Yelling and threats 
can lead to employees feeling 
stressed or frustrated. They 
may report feeling unsafe or 
unable to perform their posi-
tion responsibilities. This can 
impact the greater organiza-
tion if employees experience 
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De-escalation techniques 

involve staying calm, 

practicing active listening, 

and showing respect.

depression, which could arise 
if uncivil treatment is frequent. 
 
Training and techniques 
De-escalation training  
can provide employees  
and decisionmakers with  
tools for dealing with rude  
or threatening conduct.  
De-escalation techniques 
involve staying calm, prac-
ticing active listening, and 
showing respect (even when 
not being granted it). For 
example, it can help to lower 
your voice and speak slowly. 
If possible, show concern  
(not necessarily agreement) 
through your responses and 
be prepared to react. 

 
John Leo Riley, a conflict de-
escalation training facilitator 
who has presented during an 
MMRMA Risk Management 
Workshop, points out how 
nonverbal or body language 
can unwittingly escalate a  
situation. Facial expressions 
such as eye rolling can under-
mine the credibility of the 
person who is upset. A scowl 
or staring may provoke an 
angry person. A crossed-arm 
posture is often viewed as 

defensive, whereas putting 
hands on hips may appear  
to be a hostile action. 
 

Conversely, a simple smile is  
a form of nonverbal commu-
nication that can help defuse 
conflict. Tilting the head to 
one side may suggest listen-
ing or concentrating on what 
the other person is saying.  
Eye contact, provided it  
doesn’t appear to be a stare 
or threatening, can convey 
trust or understanding.1 
 
Members can log into the 
MMRMA portal and access 
resources in managing these 
risks, including Workplace 
Harassment Complaints, 
Prevention and Response  
Best Practices, as well as 
model law enforcement  
protocols on Bias Influenced 
Policing Prohibited, 
Community Engagement, 
Crowd Control, Workplace 
Harassment, De-Escalation, 
Filming Officers, Persons  
with Mental Disorders,  
and many more. Contact 
Membership Services for 
additional assistance. 

1 https://www.betterhelp.com/advice/body-language/22-body-language-examples-and-what-they-show/  
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attacks, but how to prepare 
for, respond to, and recover 
from them. 
 
More sophisticated threats 
Phishing, ransomware, and 
social engineering remain  
significant threats. Social 
engineering involves manip-
ulating individuals into dis-
closing sensitive information, 
transferring funds, or granting 
unauthorized access to systems. 
 

by Dan Bourdeau, Director  
of IT and Cybersecurity,  
and Tamara Christie, 
Communications Manager 
 
CYBERSECURITY THREATS 
continue to evolve, creating 
significant challenges for 
MMRMA members. As local 
governments increasingly  
rely on technology to deliver 
essential services, protecting 
sensitive information and 
maintaining operations have 
become critical risk manage-
ment priorities. 
 
Cyber incidents can disrupt 
public services, compromise 
confidential information,  
create financial losses, and 
damage public trust. Recent 
incidents involving Michigan 
municipalities demonstrate 
that no entity is immune, 
regardless of size or available 
resources. 
 
The question is no longer  
simply how to prevent cyber-

Cybercriminals frequently 
impersonate trusted indivi-
duals or organizations, using 
fraudulent emails, telephone 
calls, and other deceptive 
techniques. Artificial Intel-
ligence (AI) adds another 
dimension, making fraudulent 
communications increasingly 
convincing through AI-gener-
ated phishing messages, voice 
cloning, and deepfake tech-
nology. 
 
Train employees to recognize 
warning signs, including 
unexpected payment requests, 
suspicious email addresses, 
unusual attachments, and continued on page 4
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AI-generated fraudulent 

communications are 

increasingly convincing.

 
 
 
 
 
 

Cyber Incident Readiness Checklist 
 
Is your organization prepared to respond to  
a cybersecurity incident? Take these steps: 

> Review your incident response plan. Ensure 
responsibilities, notification procedures, and recovery  
protocols are clearly documented and regularly updated. 

> Train employees to recognize threats. Reinforce 
awareness of phishing, social engineering, fraudulent  
payment requests, and emerging AI-enabled threats. 

> Establish verification procedures. Require indepen-
dent confirmation of unusual requests involving financial 
transactions, credentials, or sensitive information. 

 

 

> Protect sensitive information. Review access  
controls, data protection practices, and policies governing 
employee use of AI tools. 

> Know your coverage and reporting require-
ments. Review applicable cybersecurity coverage provi-
sions and notify MMRMA by phone at the first sign that 
your agency is or was targeted. You needn’t wait until 
you’ve confirmed active or recent malicious activity. Call 
734-513-0300. After hours, prompts will connect you with 
a knowledgeable member of our team or allow you to leave 
a message that will be delivered to our team immediately.  

> Identify your response team. Maintain up-to-date  
contact information for MMRMA, leadership, IT personnel, 
legal counsel, communications staff, and other essential 
resources. 

messages creating a false 
sense of urgency. 
 
Independent verification is  
a critical safeguard. Before 
transferring funds, sharing 
credentials, or providing sen-
sitive information, employees 
should confirm unusual 
requests through trusted 
communication channels. 
 
Preparation key to response 
Cybersecurity requires more 
than technology. Policies, 
employee awareness, leader-
ship involvement, and  

Warning signs include 
unexpected payment 
requests, suspicious 
attachments, and  
high-pressure tactics.
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Michigan boasts several 
herds of elk, and fall is the 
best time to view them.  
The City of Gaylord main-
tains a herd of 60, grown 
from just three elk since 
the 1980s. Your chances  
of spotting one are good, 
even in town, from a view-
ing platform. To see elk in 
the wild, go to Pigeon River 
State Forest, which has a 
dozen designated viewing 
areas.

incident response planning 
are equally important. 
 
Members are encouraged to 
develop and maintain a doc-
umented incident response 
plan identifying responsibili-
ties, notification procedures, 
and appropriate internal and 
external resources. 
 
Key elements for response 
include immediate contain-
ment, evidence preservation, 
communication protocols, 
and recovery procedures. 
Identify key contacts, includ-
ing IT personnel, leadership, 
legal counsel, and cybersecu-
rity coverage representatives. 
 
Regular training and periodic 
reviews will help ensure that 
employees understand their 
responsibilities and are able 
to respond effectively if an 
incident occurs. 
 
Respond quickly but  
deliberately 

When a cyber incident is  
suspected, immediate action 
can help limit damage and 
support recovery. 
 
Isolate affected systems,  
notify appropriate personnel, 
and secure relevant passwords.  
 
Preserving digital evidence  
is essential. Employees should 
avoid deleting information  
or powering down affected 
equipment without expert 
direction. 
 
When an incident is suspected, 
members must notify MMRMA 
first—and as early as possi-
ble—while following applica-
ble coverage requirements. 

Early notification helps facil-
itate access to appropriate 
resources, including cyberse-
curity specialists, forensic 
investigators, legal counsel, 
and other professionals. 
 
A coordinated response may 
involve determining how  
an attacker gained access, 
whether sensitive information 
was exposed, and what steps 
are necessary to restore oper-
ations safely. 
 
Communication is essential  
Cyber incidents can create 
uncertainty among employ-
ees, residents, and other 
stakeholders. Clear, consistent 
communication helps main-
tain confidence while an 
investigation proceeds. 
 
Designate a spokesperson or 
communication office in 
advance and consult with 
claims staff or counsel before 
releasing messaging. Initial 
communications should 
acknowledge the situation 
without speculating about its 
cause, scope, or consequences. 
 

Avoid characterizing an  
incident as a confirmed data 
breach before the facts and 
applicable legal requirements 
have been evaluated. Notifi-
cation requirements may 
extend to affected individuals, 
regulatory agencies, and busi-
ness partners. Legal counsel 
should help determine these 
requirements and deadlines. 
 
Make it an ongoing focus  
Cybersecurity is not a one-
time project. We encourage 
members to continually assess 
vulnerabilities, update poli-
cies, educate employees, and 
evaluate incident response 
capabilities. 
 
The goal is not to eliminate 
every cyber risk, but to 
strengthen organizational 
resilience. Through prepara-
tion, vigilance, and a coordi-
nated response, members can 
better protect sensitive infor-
mation, minimize operational 
disruptions, and maintain 
public trust. 
 
Find additional cybersecurity 
resources in our member  
portal; login or request an 
account at mmrma.org/ 
members/login.

Preserving the digital  

evidence of a cyber  

incident is essential to  

a coordinated response.


